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information technology to support their operations. However, 
the absence of formalized information security risk 
management procedures can lead to substantial operational 
disruptions and financial losses. Therefore, this study aims to 
conduct a systematic risk assessment of a regional water 
company based on its IT assets, utilizing the ISO/IEC 
27005:2022 standard. Data collection through semi-structured 
interviews and questionnaires with the company's IT 
department identified 31 assets, which were subsequently 
used for risk mapping and assessment. The assessment 
identified a total of 265 risk scenarios, categorized into 10 
High (3.77%), 68 Medium (25.66%), and 187 Low (70.57%) 
level risks. Following the evaluation where all risks were 
deemed unacceptable, risk modification was recommended 
as treatment for all risk scenarios. Based on the results of the 
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according to ISO/IEC 27001:2022 to assist the company in 
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continuity and effectiveness.  
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1. INTRODUCTION 
The utilization of Information Technology (IT) in the era of Industry 4.0 has been widely adopted by most 

companies. Effective use of IT is believed to significantly influence organizational development through 
knowledge enhancement, information dissemination, and innovation [1]. This is driven by the fact that 
companies leveraging IT are able to obtain information and process data more rapidly, accurately, and 
efficiently [2], [3]. IT products such as software design and system optimization play a crucial role in reducing 
processing time and increasing operational efficiency [3]. 
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While the use of information technology offers many benefits, leading to increased dependence on it, the 
use of IT also creates new information security risks [4], [5]. Some of these risks include data breaches [6], 
malware attacks [7] including viruses and ransomware [8], system disruptions [9], and the theft of important 
information [10]. These information security risks can lead to problems for organizations [11], including 
operational disruptions, financial losses [10], and damage to their reputation [12]. Information security risk is 
an important issue in infrastructure sectors, such as water supply utilities, given their role in public services 
[13]. Public service companies need to constantly maintain system security so that it always runs optimally, 
efficiently, and sustainably [14]. These organizations use IT for various operational aspects [15], including new 
installations, meter reading, service complaints, service information, billing information, and electronic 
procurement systems. 

For this risk context, a specific case can be observed in a regional water company located in Mataram 
City, West Lombok. This company previously experienced a malware attack that significantly disrupted its 
business processes and resulted in financial losses. The malware attack prevented customers from paying their 
bills that were due in the near future, resulting in the company not receiving the amount of money it should 
have. This disruption also reduced customer trust because the security of private data could not be guaranteed 
when the system was infected with malware. This condition was further worsened by the absence of formal 
procedures or adequate standard documentation for information security risk management within the 
organization. The lack of such guidelines reflects a weakness in the current risk mitigation and incident 
response mechanisms [16]. Incident responses tend to be reactive and heavily dependent on individual 
experience, increasing the likelihood of repeat incidents and hindering effective decision-making. The absence 
of a systematic approach also makes it difficult for organizations to prioritize risks, assign responsibilities, and 
implement long-term preventive measures. Therefore, a standardized and systematic framework is needed so 
that risk management activities can be carried out in a clear, measurable, and replicable manner. 

Consequently, the absence of formal guidelines can be addressed by applying a structured and systematic 
approach, such as using widely recognized standards to provide the necessary guidance [17], [18]. While 
various standards and frameworks exist, including NIST SP 800-30 [19], Fair Analysis of Information Risk 
(FAIR) [20], and Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) [21]. The 
ISO/IEC 27000 series is also recognized as the primary international standard for information security 
management systems [22]. Within this series, ISO/IEC 27005 specifically provides detailed guidance for the 
information security risk management process [23]. Therefore, this research uses the latest version of this 
standard, ISO/IEC 27005:2022 [24]. 

Unlike the 2018 version often cited in previous studies [25], the ISO/IEC 27005:2022 edition offers clear 
advantages by shifting from a cyclical model to a more flexible iterative process and simplifying workflows 
by turning risk acceptance into a clear decision point. In addition, the updated standard explicitly includes 
specific components for documented information and directly aligns its structure with the security controls of 
ISO/IEC 27001:2022. This comprehensive alignment facilitates seamless integration between risk assessment 
results and treatment plans, providing a robust framework that is particularly beneficial for organizations 
establishing formal risk management procedures for the first time. Therefore, this study refers to ISO/IEC 
27001:2022 [26], specifically Annex A, as a reference for relevant control recommendations [27]. 

Previous studies combining these standards for risk assessment and management left several gaps. Putra 
and Suwito [25] combined ISO/IEC 27005:2018 with NIST SP 800-30, but this earlier version lacks the direct 
structural alignment that the 2022 edition provides. Kurniawan and Salma [28] confirmed the standard's value 
in identifying risks, yet they did not ground their control recommendations in ISO 27001, which weakens the 
objectivity and completeness of their mitigation strategies. 

Two gaps stand out. Researchers have rarely applied ISO/IEC 27005:2022 within regional water 
companies, particularly organizations that are only beginning to build formal risk management procedures. 
Some studies also skip direct integration with ISO/IEC 27001 controls, a gap that limits how practical their 
recommendations become. 

The objective of this research is to assess information security risk at the regional water company using 
the ISO/IEC 27005:2022 framework, map the resulting risks to determine treatment priorities, and recommend 
controls drawn from ISO/IEC 27001:2022. These steps will help the company build formal procedures for 
information security risk management and sustain the continuity and effectiveness of its business processes. 

 



Opsi 2026, Vol. 19, No. 1 Page| 48 

 

2. METHODS 
This research began with a preliminary study stage to identify and validate the research problem at the 

regional water company. Initial semi-structured interviews with managers and technical staff from the 
company's IT department confirmed that despite previous security incidents, the organization lacked formal 
risk management procedures. This finding justified the application of the ISO/IEC 27005:2022 standard 
framework as the methodological basis for the study. 

To ensure accurate data acquisition, we used specific data collection tools. Semi-structured interviews 
were conducted to identify critical assets and map business processes, with the data collected using a 
spreadsheet form designed to be filled out independently. This file included clear instructions and used a 
combination of checklists for checking assets and blank spaces for providing specific details. Through this 
form, respondents also rated how often threats might happen (likelihood) and estimated the potential impact 
on operations using a scale from 1 (Minor) to 5 (Catastrophic). 

The main methodology of this research adopted the risk management process from ISO/IEC 27005:2022. 
The research workflow, as illustrated in Figure 1, followed systematic standard stages: starting with context 
establishment, continuing with risk assessment and risk treatment, and ending with providing control 
recommendations [24]. Control recommendations were based on Annex A of ISO/IEC 27001:2022 [26]. The risk 
assessment process under this standard is structured into several sequential stages, which are detailed in the 
following sections. 
 

 
 

Figure 1. Research process based on ISO/IEC 27005:2022 
 

2.1. Context Establishment 
The context establishment stage aimed to set the scope and basic risk criteria at the regional water 

company. Through discussions and analysis of company documents, specific risk criteria were established to 
ensure a consistent assessment process [24]. 

First, to standardize the decision-making process regarding risk treatment, specific acceptance criteria 
were defined. Standardized decision-making models provide a robust basis for determining complex priority 
levels and reducing subjectivity [29]. These criteria were developed based on ISO/IEC 27005:2022 guidelines 
and modified to align with the company's risk appetite. The detailed classifications for risk acceptance are 
presented in Table 1. 
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Table 1. Risk acceptance criteria 
 

Level Description 
Low Acceptable risk with minor treatment 
Medium Acceptable risk with monitoring, control recommendations, and handling 
High Risks not accepted, requiring handling and control recommendations 

 
Following the acceptance criteria, the potential impact of risks on business operations was quantified. 

The consequence criteria were adapted from the ISO/IEC 27005:2022 standard and adjusted through 
discussions with management to cover operational, financial, reputational, and service aspects. Table 2 details 
the specific parameters used to measure these consequences. 

 
Table 2. Consequence criteria 

 
Consequences Operational Financial Reputation Company Services 

Catastrophic (5) 
Business process 
delay > 300 
minutes 

Loss > IDR 
500,000,000 

Severe reputational 
damage, national media 
coverage 

Halts ≥ 5 company 
service processes 

Critical (4) 
Business process 
delay 181-300 
minutes 

Loss IDR 
300,000,001 - 
500,000,000 

Significant reputational 
damage, local media 
coverage 

Halts 4 company 
service processes 

Serious (3) 
Business process 
delay 61-180 
minutes 

Loss IDR 
100,000,001 - 
300,000,000 

Moderate reputational 
damage affecting a 
small number of 
customers 

Halts 3 company 
service processes 

Significant (2) 
Business process 
delay 31-60 
minutes 

Loss IDR 
50,000,001 - 
100,000,000 

Minor reputational 
damage, limited to 
internal or small groups 

Halts 2 company 
service processes 

Minor (1) Business process 
delay ≤ 30 minutes 

Loss ≤ IDR 
50,000,000 

No impact on company 
reputation 

Halts < 1 company 
service process  

 
In parallel with the consequence analysis, the probability of risk likelihood was assessed. The likelihood 

criteria were primarily adopted from the ISO/IEC 27005:2022 guidelines and subsequently validated by the 
company. This validation ensured that the frequency scales reflected the actual occurrence of specific threats 
and vulnerabilities as recorded in the company's historical incident logs, rather than relying on general 
security perceptions. By formulating and reviewing the possibility of risks occurring, it is possible to 
understand the preventive measures that can be taken [30]. Table 3 outlines the scale used to estimate this 
likelihood. 

 
Table 3. Likelihood criteria 

 
Likelihood Description 

Almost Certain (5) Occurs >12 times a year 
Very Likely (4) Occurs 10-12 times a year 
Likely (3) Occurs 6-9 times a year 
Rather Unlikely (2) Occurs 2-5 times a year 
Unlikely (1) Occurs once a year 

 
Finally, to determine the overall severity of each identified risk scenario, the values from the likelihood 

and consequence criteria are combined. This combination forms a mapping tool that dictates the final risk 
level, as adapted from the ISO standard to fit the organization's context. To mitigate risk, it is necessary to 
identify and rank each risk that could affect the company's IT assets using the level criteria [31]. Table 4 
illustrates the risk level matrix used for this calculation. 
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Table 4. Risk level matrix 
 

Likelihood 
Consequences 

Catastrophic (5) Critical (4) Serious (3) Significant (2) Minor (1) 
Almost Certain (5) High High High Medium Medium 
Very Likely (4) High High Medium Medium Medium 
Likely (3) High High Medium Medium Medium 
Rather Unlikely (2) Medium Medium Medium Low Low 
Unlikely (1) Medium Low Low Low Low 

 
2.2. Risk Identification 

The risk identification stage aimed to determine potential risk scenarios based on company assets. This 
process began with asset identification, covering various categories such as information, hardware, software, 
networks, personnel, and site. Next, threat identification was conducted based on standard classifications, 
including physical, natural, infrastructure failure, technical, human action, service violations, and 
organizational threats. Lastly, vulnerability identification was performed, focusing on weaknesses that could 
be exploited by threats to cause a negative impact on the company. 

 
2.3. Risk Analysis 

After all risks were identified, the next stage was risk analysis. This stage aimed to better understand the 
characteristics of each risk scenario [32]. Likelihood assessment, as the first step, aimed to evaluate the chance 
of a risk occurring within one year. The next stage was the consequence assessment, which determined the 
impact the company would feel if a risk occurs. The impact value for each asset was determined through 
confirmation with the company. Once the likelihood and impact data for each risk were obtained, the next 
step was to determine the risk level by considering the risk matrix. 
 
2.4. Risk Evaluation 

The third stage of the risk assessment aims to determine which risks are acceptable and which are not 
acceptable to the organization [33]. The risk acceptance criteria play a crucial role in evaluating each identified 
risk. The results of the risk evaluation then serve as the basis for determining the most appropriate risk 
treatment for each identified risk in the subsequent stage. 

 
2.5. Risk Treatment 

The next stage was risk treatment. Based on the characteristics and levels of each scenario, the appropriate 
risk treatment was then determined [34]. There were four main treatment options: risk mitigation or 
modification, risk avoidance, risk sharing, and risk retention [24]. After a treatment option was selected, 
specific control recommendations were developed to implement it. This research used Annex A of ISO/IEC 
27001:2022 as a reference for controls, which covers organizational, personnel, physical, and technological 
categories [26]. The selection of controls was based on their relevance to the threat and vulnerability 
characteristics, which sometimes resulted in the duplication of control recommendations across different risk 
scenarios. 

 
2.6. Communication, Consultation, Monitoring, and Review 

The communication, consultation, monitoring, and review processes were conducted continuously 
throughout the research. Communication and consultation were performed iteratively with the company to 
validate each finding and ensure the results reflected the company's actual condition [24]. Meanwhile, 
monitoring and review involved the researcher showing the data processing progress to the company. This 
progress was then re-validated through the communication process. This step was crucial for maintaining 
methodological accuracy and the relevance of the results. 

 
3. RESULTS 

The information security risk assessment for the regional water company was conducted based on the 
methodology and risk criteria established in the previous section. The findings are presented sequentially 
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according to the ISO/IEC 27005:2022 framework, encompassing risk identification, analysis, evaluation, and 
treatment. 

 
3.1. Risk Identification 

This study identifies risk by combining interview findings and questionnaire results with the framework 
set out in ISO/IEC 27005:2022. These findings against the standard to confirm which risks apply to the 
organization's actual conditions. At this stage, determines the assets in use, the threats those assets face, and 
the vulnerabilities that could expose them to harm. Each identified asset, threat, and vulnerability then 
becomes the basis for assessing risk in the following stage. 

 
3.1.1. Asset Identification 

Asset identification was conducted through semi-structured interviews and validated using the 
structured spreadsheet instrument completed by the IT department. This systematic process resulted in the 
identification of 31 critical IT assets, which were subsequently grouped into hardware, software, information, 
network infrastructure, and personnel. Based on this categorization, it appears that hardware and 
infrastructure assets dominate the company's IT environment, accounting for a significant portion of the total 
assets. This dominance highlights the organization's high dependence on physical infrastructure to maintain 
regional water company operations. Table 5 delineates some of primary assets recognized during the 
assessment, alongside the individuals accountable for managing their specific risks. 

 
Table 5. Asset identification 

 
Asset ID Asset Risk Owner 

A1 Customer Data Hardware and Network Division 
A2 Database Server Hardware and Network Division 
A3 Service Application Data and Applications Division 
A4 Router Hardware and Network Division 

 
3.1.2. Threat Identification 

After identifying the assets, moved to the next stage: pinpointing threats capable of exploiting 
vulnerabilities within the regional water company's assets. Annex C of ISO/IEC 27005:2022 served as the initial 
reference point, offering a comprehensive catalog of threat categories against which the researcher could 
compare findings. The catalog against the interview and questionnaire results to retain only the threats 
relevant to the company's actual operational context. This filtering step ensured that the final threat list 
reflected conditions specific to the organization rather than a generic checklist drawn straight from the 
standard. 

To ensure relevance to the company's specific environment, this list was validated using the structured 
spreadsheet instrument. The IT department reviewed the standard list and confirmed which threats were 
applicable to their actual operational conditions. This process resulted in 34 valid threats classified into several 
categories. These categories include physical and environmental threats such as fire and earthquakes, technical 
failures including hardware damage and loss of electrical power, compromise of functions or services, as well 
as human or organizational factors like violation of laws or regulations. Some of complete list of identified 
threats are detailed in Table 6. 
 

Table 6. Threat identification  
 

Threat ID Threat 
T1 Fire 
T2 Earthquake 
T3 Loss of Electrical Power 
T4 Hardware Damage 
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3.1.3. Vulnerability Identification  
The vulnerability identification stage was carried out to determine conditions or weaknesses that can be 

exploited by threats, in accordance with the definition of vulnerability in ISO/IEC 27005:2022. The 
identification process was performed using a semi-structured spreadsheet completed by the company’s IT 
department based on the list of vulnerabilities recommended in ISO/IEC 27005:2022. This instrument allows 
the company to assess vulnerabilities that are relevant to its actual operational conditions and the 
characteristics of the assets they own. 

The vulnerability identification aims to ensure that each threat detected in the previous stage can be 
associated with realistic and possible weak points within the company. The results of the identification show 
that there are 18 vulnerabilities grouped into four main categories, such as hardware vulnerabilities (e.g., 
vulnerability to moisture, dust, dirt), software vulnerabilities (e.g., inadequate or non-existent 
documentation), site-related vulnerabilities (e.g., locations in areas prone to natural disasters), and 
organizational vulnerabilities (e.g., audits that are not conducted regularly). Some of complete list of 
vulnerabilities is presented in Table 7, which is then used as the basis for constructing risk scenarios in the 
next stage. 

 
Table 7. Vulnerability identification 

 
Vulnerability ID Vulnerability 

V1 Vulnerability to moisture, dust, dirt 
V2 Inadequate or non-existent documentation 
V3 Locations in areas prone to natural disasters 

V4 The formal process for reviewing access rights has not 
been developed, or its implementation is ineffective. 

V5 Audits that are not conducted regularly 
 

In accordance with the principles outlined in ISO/IEC 27005:2022, the combination of assets, threats, and 
vulnerabilities will form specific risk scenarios. Each scenario is formulated by associating the assets owned 
by the regional water company with the threats that may target them and the vulnerabilities that could enable 
those threats to occur. This approach ensures that the resulting risks are not hypothetical, but instead reflect 
realistic situations that may occur within the organization. 

These risk scenarios form the basis for subsequent risk level assessment through the evaluation of 
consequences and likelihood in the risk analysis stage. The mapping provided in Table 8 offers a 
comprehensive overview of how different combinations of threats and vulnerabilities may affect the 
company’s assets, thereby supporting a more structured classification of risks and the determination of 
appropriate treatment priorities. 

 
Table 8. Risk scenario 

 
Risk ID Asset Threat Vulnerability Risk 

R1 Customer Data Data Recovery 
Failure 

Inadequate or non-existent 
documentation 

Permanent data 
loss and 
operational 
disruption 

R2 Database Server Loss of Electrical 
Power 

Inadequate configuration change 
control, vulnerability to voltage 
fluctuations, location in disaster-
prone areas 

Device damage 
and operational 
disruption 
 

R3 Service Application Input data from 
untrustworthy 
sources 

Incorrect access rights allocation, 
inadequate documentation, and 
poor password management 

Data theft and 
phishing 



Opsi 2026, Vol. 19, No. 1 Page| 53 

 

Risk ID Asset Threat Vulnerability Risk 
R4 Router Telecommunications 

device failure 
Vulnerability to voltage variations 
and incomplete backup copies 

Internet 
connection lost 
and data lost 

R5 IT Team Member Failure of service 
providers 

Audits that are not conducted 
regularly and inadequate or 
insufficient service level 
agreements 

Operations 
disrupted and 
reputation 
damaged 

R6 Data Center Room Loss of Electrical 
Power 

Vulnerability to voltage variations 
and vulnerability to temperature 
variations 

System down 
and operational 
delays 

 
3.2. Risk Analysis 

At this stage, each identified risk scenario is evaluated using the ISO/IEC 27005:2022 methodology. The 
assessments of consequence and likelihood are determined based on the criteria established during the context 
establishment phase and formally validated by the company. The consequence values are determined by 
evaluating the impact of each risk on the organization’s operational, financial, reputational, and service 
aspects, which represent an applied interpretation of the consequence assessment principles described in 
ISO/IEC 27005:2022. Meanwhile, the likelihood assessment reflects the expected frequency of risk occurrence 
based on the company’s actual conditions, including historical incident records and the effectiveness of 
existing controls. These two values are then combined and mapped using the risk matrix in Table 4 through 
the Risk Priority Number (RPN), which is used to categorize risks into low, medium, and high levels. This 
approach is in line with the concept of asset-based risk assessment and utilizes the matrix described in ISO/IEC 
27005:2022, where risk levels are determined through the combination of consequence and likelihood. 

It is important to note that the resulting risk levels fully reflect the organization’s specific context. For 
example, the risk of customer data loss is categorized as a low-level risk. In general, data loss is considered to 
have significant consequences in digital environments [35]. However, ISO/IEC 27005:2022 states that a risk 
may still be classified as low if its likelihood of occurrence is low, even when the consequence is high [24]. In 
the context of the regional water company, the likelihood of data loss was assessed as low based on historical 
incidents and the controls already implemented, resulting in a low overall risk level. Some of complete 
distribution of risk levels are presented in Table 9. 

 
Table 9. Risk level assessment 

 
Risk ID Asset Risk Level 

R1 Customer Data Permanent data loss and operational disruption Low 
R2 Database Server Device damage and operational disruption High 
R3 Service Application Data theft and phishing Low 
R4 Router Internet connection lost and data lost High 
R5 IT Team Member Operations disrupted and reputation damaged High 
R6 Data Center Room System down and operational delays High 

 
3.4. Risk Evaluation 

The evaluation results indicate that all 265 identified risk scenarios were classified unacceptable by the 
company based on the defined risk acceptance criteria. This includes scenarios categorized as low and 
medium, as the organization aims to proactively anticipate all potential risks. Consequently, for every risk that 
is identified, risk treatment or mitigation is necessary. The implementation of these mitigation strategies is 
crucial to minimize potential losses during service distribution and guarantee operational continuity [36]. 

 
3.5. Risk Treatment 

In this study, risk modification was selected as the treatment strategy for all 265 risk scenarios based on 
the risk acceptance criteria established in accordance with ISO/IEC 27005:2022 and formally validated by the 
company. During the context establishment stage, the organization defined low- and medium-level risks as 
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acceptable only if treatment is applied, whereas high-level risks were categorized as unacceptable and 
therefore also require mitigation. Consequently, no risk scenario qualified for acceptance without action. To 
operationalize the proposed risk treatment framework, targeted security measures were systematically 
extracted from Annex A of the ISO/IEC 27001:2022 standard. As showed in Table 10, this mapping establishes 
a precise alignment, guaranteeing that the recommended controls directly mitigate the unique threats and 
vulnerabilities characterizing each risk scenario. 

This decision was further reinforced during the consultation sessions, where the company emphasized 
its objective to reduce both the likelihood and impact of all risks. This approach was driven by prior security 
incidents and the absence of an established formal risk management framework. As a result, none of the 
scenarios met the criteria for risk acceptance, risk sharing, or risk avoidance. Under these circumstances, risk 
modification emerges as the most appropriate strategy and is fully aligned with the guidance of ISO/IEC 
27005:2022, which underscores the need for mitigation of all identified risk scenarios. Meanwhile, the 
application of ISO/IEC 27001:2022 controls provide a structured and internationally recognized foundation for 
implementing the required mitigation measures. 

 
Table 10. Recommended controls 

 
Risk ID Affected Assets Treatment Recommended Controls (ISO/IEC 27001:2022 Clauses) 

R1 Customer Data Risk Modification 5.30 (ICT readiness for business continuity)  
5.35 (Independent review of information security) 
5.37 (Documented operating procedures) 
8.13 (Information backup) 

R2 Database Server Risk Modification 5.30 (ICT readiness for business continuity) 
7.5 (Protecting against physical and environmental 
threats) 
7.8 (Equipment siting and protection) 
7.11 (Supporting utilities) 
7.12 (Cabling security) 
7.13 (Equipment maintenance) 

R3 Service Application Risk Modification 5.35 (Independent review of information security)  
5.37 (Documented operating procedures)  
6.3 (Information security awareness, education and 
training) 
6.8 (Reporting information security events) 
8.26 (Application security requirements)  
8.27 (Secure system architecture and engineering 
principles)  
8.28 (Secure coding)  
8.29 (Security testing in development and acceptance) 

R4 Router Risk Modification 5.30 (ICT readiness for business continuity)  
7.5 (Protecting against physical and environmental 
threats)  
7.6 (Working in secure areas)  
7.8 (Equipment siting and protection)  
7.12 (Cabling security)  
7.13 (Equipment maintenance) 

R5 IT Team Member Risk Modification 5.18 (Access rights)  
   5.35 (Independent review of information security)  
   6.4 (Disciplinary process) 
   6.5 (Responsibilities after termination or change of 

employment)  
   8.2 (Privileged access rights)  
   8.3 (Restriction of access to information)  
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Risk ID Affected Assets Treatment Recommended Controls (ISO/IEC 27001:2022 Clauses) 
   8.5 (Secure authentication)  

8.7 (Protection against malware)  
8.16 (Monitoring activities)  

R6 Data Center Room Risk Modification 5.15 (Access control) 
5.18 (Access rights) 
5.35 (Independent review of information security) 
6.4 (Disciplinary process) 
6.5 (Responsibilities after termination or change of 
employment) 
6.8 (Security event reporting) 
7.2 (Physical entry) 
7.3 (Securing offices, rooms and facilities) 
7.4 (Physical security monitoring) 
8.3 (Information access restriction) 

 
3.6. Results of Consultation and Data Validation 

The main outcome of the ongoing communication and consultation as well as monitoring and review 
process is the validation and adjustment of risk assessment data. This process ensures that all criteria used 
have been adjusted and approved by the company to reflect the actual situation, such as the consequence 
criteria shown in Table 2 and the likelihood criteria in Table 3. In addition, the final risk level values for each 
scenario, detailed in Table 9, have also been confirmed at each stage and the criteria by the company. 
Therefore, the research results presented here are ensured to be more accurate, objective, and in line with the 
organization's priorities. 
 
4. DISCUSSION 

Based on the IT security risk assessment at the regional water company, it was found that low-level risks 
were dominant, accounting for 70.59% of total identified risks, followed by medium-level 25.66% and high-
level risks 3.77%, as shown in Figure 2. Although high-level risks constitute the smallest portion, they carry a 
critical impact and a high probability of occurrence. For example, scenarios R2 and R265 in the Database Server 
and Data Centre Room pose the risk of equipment damage due to power fluctuations. If this occurs, the impact 
will be a total operational disruption to customer services due to system downtime, requiring priority 
mitigation measures in the form of procuring UPS and backup generators in accordance with ISO 27001 
controls. Meanwhile, risk scenario R5 highlights the importance of a company's commitment to providing 
training to IT staff, which will increase staff awareness of IT risks. This will reinforce the fact that risk 
assessment in a company is not just an add-on, but a prerequisite for sustainable IT risk management [37]. 

Meanwhile, the dominance of low-level risks indicates that the vulnerabilities exploited by threats have 
a relatively small likelihood or impact on most assets. However, considering the organization’s role as a public 
utility provider, reliance on a “do nothing” approach is insufficient. Recognizing that even minor risks can 
accumulate to disrupt business operations, the company adopts a comprehensive risk management strategy. 
Rather than simply accepting these risks, the company prioritizes the implementation of controls for high and 
medium risks, while establishing a monitoring mechanism for low risks to prevent escalation. This structured 
approach supports the development of a formal, continuous information security risk management 
framework in the future. In addition, continuously analyzing key factors that affect performance is vital to 
maintaining the effectiveness of the risk management system over time [38]. 

Risk identification also shows that most assets are dominated by hardware category assets, which is in 
line with the research focus on IT infrastructure in regional water companies. This naturally results in a pattern 
of repetition in the types of threats and vulnerabilities relevant to various hardware assets. As a result, there 
is an overlap in the mitigation strategies and control recommendations from ISO/IEC 27001:2022 proposed for 
these assets, as detailed in Table 11. Clause 7.11, which occurs 20 times, highlights the key efficiency whereby 
a single strategic investment in power infrastructure can simultaneously reduce risk across multiple assets. 

The findings of this study are consistent with previous studies [25], [28] that demonstrate the effectiveness 
of ISO/IEC 27005 in risk assessment. However, this study makes a new contribution by applying the latest 
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2022 version of the standard in the context of water utilities and integrating it with controls from ISO/IEC 
27001:2022. The research results, which consist of detailed risk identification and structured control 
recommendations, successfully achieved the objective of providing practical guidance for regional water 
companies. In addition, the use of Annex A of ISO/IEC 27001 as the basis for control recommendations proved 
to be very useful. This standard provides a clear, standardized, and easy-to-implement list of security controls, 
without the need for complex internal framework development. The synergy between these ISO standards is 
beneficial, as they provide complementary frameworks. This offers a clear mapping of risks evaluated through 
ISO/IEC 27005 to mitigation controls in ISO/IEC 27001. 

 

 
 

Figure 2. Risk level distribution 
 

Table 11. Duplication of control recommendations 
 

Clause Frequency Control 
5.35 12 times Independent review of information security 
6.8 4 times Information security event reporting 

7.11 20 times Supporting utilities 
8.4 5 times Access to source code 

 
5. CONCLUSION 

This study successfully used the ISO/IEC 27005:2022 standard to systematically assess information 
security risks at a regional water company. The results identified 265 risk scenarios with 10 high level risks, 68 
medium level risks, and 187 low level risks based on the company's 31 IT assets. After evaluation, it was 
decided that all risks required treatment. This proves that ISO/IEC 27005:2022 is indeed effective as a 
structured guide in the context of risk assessment. In addition, combining this risk assessment process with 
the control recommendations from Annex A of ISO/IEC 27001:2022 has proven to provide a comprehensive 
and practical approach to handling risks. The combination of these two standards produces clear and 
actionable improvement recommendations, which are particularly suitable for companies that are just starting 
to establish formal information security risk management rules. 

The main benefit of this research is that it provides an initial overview of risks and control 
recommendations for regional water companies, as well as serving as a reference for similar non-IT companies. 
However, it should be noted that this research was only conducted in one company. For further research, it is 
recommended that these findings be reviewed in more companies and that the residual risks that may still 
exist after controls are implemented be analyzed. For further steps in subsequent research, it may be 
considered to design risk management when risk controls have already been implemented in the company. 
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